Energy consumption is one of the most important parameters for evaluation of a scheme proposed for WSNs because of their resource constraint nature. Comprehensive comparative analysis of proposed reputation-based trust management schemes of WSNs from this perspective is currently not available in the literature. In this paper, we have filled this gap by first proposing Generic Communication Protocol (GCP) that is used to exchange trust values. Based on this proposed GCP protocol, we have presented a theoretical energy consumption analysis and evaluation of three state-of-the-art reputation-based trust management schemes of WSNs.
INTRODUCTION
Trust in general is the level of confidence in a person or a thing. More precisely trust can be defined as: "the quantified belief by a trustor with respect to the competence, honesty, security and dependability of a trustee within a specified context" [3] . Reputation is a notion sometimes confused with trust; it is defined as "the global perception about the entity's behavior norms based on the trust that other entities hold in the entity" [2] . Reputation-based trust management schemes are used in various diverse domains such as e-commerce systems [6] , ad-hoc networks [9] , and peer-topeer networks [4] . In this paper, we will discuss them from the perspective of wireless sensor networks (WSNs).
Wireless sensor networks comprises of resource constraint devices having limited memory, energy and computation power. Many reputation-based trust management schemes [2, 1, 11, 7] have been proposed for WSNs. However, comprehensive comparative analysis from energy consumption perspective is currently not available in the literature. This is important to analyze and evaluate due to resource constraint nature of WSNs. Therefore, in this paper, we have tried to fill this gap by presenting theoretical energy consumption analysis and evaluation of three state-of-the-art reputationbased trust management schemes. In order to perform this evaluation, we have propose a simple lightweight communication protocol for the exchange of trust values between communicating nodes in an efficient manner.
The rest of the paper is organized as follows: Section 2 contains description of proposed Generic Communication Protocol (GCP) and other existing trust management schemes. Section 3 presents energy consumption analysis and evaluation and section 4 concludes the paper.
DESCRIPTION OF PROTOCOLS
In order to calculate the energy consumption, firstly we must have the information about the number of bits transmitted and received during trust evaluation phase in different nodes. The number of bits are calculated by looking at specific communication protocols. For that purpose, we propose Generic Communication Protocol (GCP) that is used to transmit trust values between different nodes.
Basic packet format of the GCP is shown in Figure 1 . In which IDsrc represents identity of the source node, which consists of two bytes [5] , [8] . ID dest is the identity of the Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee provided that copies are not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, to republish, to post on servers or to redistribute to lists, requires prior specific permission and/or a fee. 
PLUS Protocol
Z. Yao et al. [11] have proposed Parameterized and Localized trUst management Scheme (PLUS) for WSNs. The authors adopt a localized distributed approach and trust is calculated based on either direct observations or indirect observations. Whenever a node needs recommendation about another node, it will broadcast a request packet (EReq) to its neighbors. This packet contain the identity of the evaluating node. In response all the nodes (except the node whose is going to be evaluated) send back a response packet (ERep) to the requester. Once all the response packets are received, the requester will calculate the final trust value. If the node find any misbehavior about the evaluated node, then the node will broadcast a exchange information packet (EInf ) to its neighbors. This packet contain information about identity of the node and error code. Based on the trust policy, the neighboring nodes sends out its opinion: exchangeAck (EAck) packet in case if they agree with the sender, otherwise neighbors will reply with exchageArgue (EArg) packet. Packet description of the PLUS scheme is shown in Table 2 . [7] have proposed lightweight Groupbased Trust Management Scheme (GTMS) for WSNs. It uses hybrid trust management approach which reduces the cost of trust evaluation. The GTMS scheme is comprises of four pairs of request and response packets as shown in Table 3 .
GTMS Protocol
Pair 1: used for Peer Recommendation. Whenever a node x needs recommendation from node y about z, it sends a request packet (iTReq) of size 16 bytes to node y. In response, node y send a response packet (iTRep) of size 17 bytes to node x. iTRep contains the trust value of z.
Pair 2: used for the transfer of trust vector from node to CH. After a periodic interval, the CH j broadcast a request (iVReq) packet of size 14 bytes inside the group. In response all nodes that belongs the cluster j send back a response packet (iVRep) of size 15 + 2.25v bytes, where v ≤ n − 1 represents the length of the trust vector.
Pair 3: used for getting recommendation from BS by CH.
Whenever a CH j need a recommendation from the BS about another cluster k, it send a request packet (oTReq) of size 16 bytes to the BS. In response, BS send a response packet (oTRep) to the CH j that contain the trust value of CH k.
Size of the response packet is 17 bytes.
Pair 4: used for the transfer of trust vectors from CH to BS.
After every periodic interval of time, the base station multicast a request packet (oVReq) to all CHs in the network of size 16 bytes. In response, all CHs send back a response packet (oVRep) of size 15 + 3v bytes, where v ≤ |G| represents the length of the trust vector.
ANALYSIS AND EVALUATION
For the energy consumption analysis, we assume first order radio model, in which the energy expanded to transfer a kbit packet to a distance d, and to receive that packet, as suggested by H.O. Tan and I. Korpeoglu in [10] is:
Here, E elec is the energy dissipation of the radio in order to run the transmitter and receiver circuitry and is equal to 50nJ/bit. The Eamp is the transmit amplifier that is equal to 100pJ/bit/m 2 .
By using GCP communication protocol, we have performed the analysis of energy consumption of various trust management schemes in different scenarios. 
Scenario 1
When a SN needs a recommendation about other nodes, it will send a request packet to its peers. In the case of GTMS, the requester will send request to all the the nodes except the un-trustful ones. Assume that out of n nodes, j nodes are trusted and uncertain. Then, the total energy consumed at the requester end is,
where, 0 < j ≤ n − 2, and n is the number of nodes in the group. For peer recommendation, the size of a request packet is 16 bytes, thus k = 128 bits. The size of a response packet is 17 bytes, thus k ′ = 136. So the total energy consumed at the requester end is:
Also for GTMS, the energy consumed at the responder end is:
Energy consumption during peer recommendation of other schemes is shown in Table 4 . In the case of RFSN, the energy consumption at the requester end is:
where t represents the number of trusted node in the cluster (0 < t ≤ n − 2), 128 and 160 represents the size of the request and response packets of RFSN scheme respectively. Also for the RFSN, the energy consumed at the responder end is:
In the case of PLUS, the minimum energy consumption at the requester end is:
Here 128 and 160 represents the size of the request and response packets of PLUS scheme respectively. Also for the PLUS, the energy consumed at the responder end is:
Figure 2: Sample Group Scenario
In order to compare the energy consumption during peer recommendation scenario, we have assumed that a single group consists of nine nodes arranged in a grid fashion as shown in Figure 2 . For this small topology, we have taken two scenarios. In the first scenario we have only two requesters getting recommendation from one available trusted node, and in second scenario, two requesters are getting recommendation from all the available trusted nodes (excluding the one who is going to be evaluated) by the requester. First scenario shows the minimum energy consumption analysis and second scenario shows the maximum energy consumption analysis of the group.
Figure 3(a) shows the minimum energy consumption analysis (first scenario), which shows that GTMS consume less energy as compared to the PLUS scheme. Also, GTMS consume approximately same amount of energy as RFSN scheme. Figure 3(b) illustrates the maximum energy consumption analysis (second scenario), which shows that the GTMS scheme overall consume less energy in a group then the PLUS scheme at the cost of slightly more energy consumption at the requester ends. Also, as compared to the RFSN scheme, GTMS scheme consume less energy at the responder (recommender) ends and approximately same energy at the requester ends.
Scenario 2, 3 and 4 are only applicable to the GTMS scheme. Therefore, we have compared the GTMS scheme with the generic Distributed Trust Management Scheme (DTMS) in which each node maintains a one-to-one trust relationship with each other.
Scenario 2
Whenever a sensor node gets request to send trust vector from the cluster head, it will send n − 1 bytes of trust vector data to the cluster head. Here n is the number of nodes Table 4 : Parameters for one peer recommendation request in a cluster GTMS RFSN PLUS Number of request packets forwarded
Size of request packet 128 bits 128 bits 128 bits
Size of response packet 136 bits 160 bits 160 bits Energy consumption at requester
Energy consumption at responder in the cluster. At the requester end, the total energy consumed during this phase is the sum of the energy consumed during sending of the request packet (ET x ) plus energy consumed during receiving of the response packet (ER x ) from all member nodes, as given below:
Here k is the length of the request packet, k ′ is the length of the response packet and r represents the number of responses received by the requester. The size of the request packet is 112 bits and size of the response packet is 120+18v. Then the total energy consumed at the requester end will be;
E elec × (120 + 18v) (11) In the case of the GTMS, r ≤ n − 1 and v ≤ n − 1, where n is the number of nodes in the group, where as in the case of the DTMS r ≤ N − 1 and v ≤ N − 1, where N is the number of nodes in the network.
At the responder end, the total energy consumed during this phase is the sum of energy consumed during receiving of the request packet (ER x ) plus energy consumed during transfer of the response packet (ET x ) as given below:
Then the total energy consumed at the responder end will be;
In the case of the GTMS, v ≤ n−1 where n is the number of nodes in the group and in the case of the DTMS, v ≤ N − 1, where N is the number of nodes in the network.
Comparison of energy consumption from the requester and responder point of view is shown in Figure 4 . In a simulation, the requester and responder reside at the distance of 150 meters from each other. Initially for 100 nodes in the sensor network, we assumed only one cluster, In that case energy consumption at the requester and responder ends are same. But as we increase the number of clusters in the net- work, GTMS shows lower energy consumption as compared to the DTMS. For example, for the case of ten clusters in the network comprises of 100 nodes, at the requester end, the GTMS scheme consumed 25.15 times less energy as compared to the DTMS. For the same case at the responder end, the GTMS scheme consumed 6.69 times less energy as compared to the DTMS. This significant energy saving is only because the size of trust vector is depended on the size of the cluster. As we increase the number of clusters in the network, the average number of nodes in the cluster will decrease. If the numbers of nodes in the cluster become small then the size of trust vector will also reduce, which will take less transmission and reception power during transfer from a node to the cluster head.
Scenario 3
When ever a cluster head need a recommendation value about another group then the cluster head will send a request packet to the base station, in response base station will send back trust value of other group. The total energy consumed at the cluster head will be;
where 128 bits represents the size of the request packet and 136 is the size of the response packet. This equation will remain same for the DTMS and GTMS both.
Scenario 4
Whenever a base station needs a trust vector from the cluster heads it will send the request packet to all the cluster heads. In response all cluster heads will send the response packet to the base station. Since, the base station does not have any resource constraint problem, therefore, we have focused only on the energy consumption of the cluster heads. The total energy consumed at the responder (cluster head) end is:
In the case of the GTMS v ≤ |G| − 1, where |G| is the number of groups in the network. In the case of the DTMS v ≤ N − 1, where N is the number of nodes in the network.
Comparison of both the schemes is shown in Figure 5 . For the scenario of 100 nodes comprises of 10 equal size clusters, GTMS consumed approximately 7.38 times less transmission and reception power as compared to the DTMS.
CONCLUSION
In this paper, we have presented the energy consumption analysis and evaluation of existing reputation-based trust management schemes of wireless sensor network. This sort of comparative study is currently not available in the literature. In this paper, we have proposed generic communication protocol that is used to exchange trust values. Based on this GCP protocol, we have evaluated theoretical energy consumption of three state-of-the-art reputation-based trust management schemes such as GTMS, RFSN and PLUS. Results show that, in a peer recommendation scenario, the GTMS consume less energy as compared to the PLUS and RFSN schemes.
